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General

Foreword

This manual introduces the functions and operations of the ConfigTool (hereinafter referred to

as "the Tool").

Safety Instructions

The following categorized signal words with defined meaning might appear in the manual.

Signal Words Meaning
Indicates a high potential hazard which, if not avoided, will result in
death or serious injury.
A DANGER Iry
Indicates a medium or low potential hazard which, if not avoided,
could result in slight or moderate injury.
A WARNING ¢ ury
Indicates a potentially hazardous situation which, if not avoided,
A could result in property damage, data loss, lower performance, or
CAUTION .
unpredictable result.
|..| Provides additional information as the emphasis and supplement to
| NOTE the text.
Revision History
Version Revision Content Release Time
1. Add "Help" section.
V1.0.7 ) ) September 2019
2. Delete "Online Upgrade” section
V1.0.6 Update "3.7 Resetting Device Password." July 2019
1. Update the pictures in "3.6 Configuring
System Settings."
2. Change the notice box to the new one in
"3.8 Local Upgrade", and "3.9 Online
Upgrade.”
V1.0.5 March 2019
3. Update the template management
interface, and add the description of
profile management in "3.5 Configuring
the Device Parameters” in "3.9
Configuring the Template."
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Version Revision Content Release Time
1. Add a notice box when you click reset
password in the reset password menu.
2. Add a notice box when click batch
V1.0.4 download and upgrade detect in the | April 2018
online upgrade menu.
3. Add the function to get back video
password in the system settings menu.
Add cybersecurity recommendations and
V1.0.3 ) ) September 2017
online upgrade section.
V1.0.2 Modify the basic operations section. March 2017
1. Add the description of uninstallation.
V1.0.1 i ) ) , November 2016
2. Modify the basic operations section.
V1.0.0 First release. February 2016

Privacy Protection Notice

As the device user or data controller, you might collect personal data of others such as face,
fingerprints, car plate number, Email address, phone number, GPS and so on. You need to be
in compliance with the local privacy protection laws and regulations to protect the legitimate
rights and interests of other people by implementing measures include but not limited to:
providing clear and visible identification to inform data subject the existence of surveillance
area and providing related contact.

About the Manual

The manual is for reference only. If there is inconsistency between the manual and the
actual product, the actual product shall prevail.

We are not liable for any loss caused by the operations that do not comply with the manual.
The manual would be updated according to the latest laws and regulations of related
regions. For detailed information, see the paper manual, CD-ROM, QR code or our official
website. If there is inconsistency between paper manual and the electronic version, the
electronic version shall prevail.

All the designs and software are subject to change without prior written notice. The product
updates might cause some differences between the actual product and the manual. Please
contact the customer service for the latest program and supplementary documentation.
There still might be deviation in technical data, functions and operations description, or
errors in print. If there is any doubt or dispute, please refer to our final explanation.

Upgrade the reader software or try other mainstream reader software if the manual (in PDF
format) cannot be opened.

All trademarks, registered trademarks and the company names in the manual are the
properties of their respective owners.

Please visit our website, contact the supplier or customer service if there is any problem
occurred when using the device.

If there is any uncertainty or controversy, please refer to our final explanation.
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1 Overview

Do not use the Tool with Device Diagnostic Tool, SmartPSS (Smart Professional Surveillance
System) or DSS (Digital Surveillance System) at the same time; otherwise it might cause
device search abnormities.

The Tool provides the following functions to configure and maintain the devices such as IPC
and NVR:

Initialize the device.

Modify device IP.

Set the code parameters or video parameters for the device.

Synchronize device time, reboot device, restore system default, modify device
password and reset password.

Upgrade device by local.

Overview 1



Installation and Uninstallation

This chapter introduces how to install and uninstall the Tool.

2.1 Installation

Make sure you have got the Tool installation package, if not, contact the customer service.
Step 1 Double-click the installation package.
The Installer Language dialog box is displayed.
Step 2 Select English as the installer language, and then click OK.
The Welcome interface is displayed. See Figure 2-1.
Figure 2-1 Welcome

Welcome Option Install

QO

CONEIGE T8

Step 3 Click Next.
The Option interface is displayed. See Figure 2-2.
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Figure 2-2 Option

Welcom Option Install

PSER LICENSE AGREEMENT (“EULA")

1. Preface

Plea=ze read the following Agreement carefully before installing the
Software.
Thiz= User License Agresment [“EULA" or “Agreement”) is an agreement between
vou ["You” or “Vzser”), and software company, the Software provider, and the
provider of approved serwices. By installing, copying, downloading or
otherwize using the Software the User agrees to be bound by the terms of
this Agreement. IF YOU DO HOT AGEEE TO THE TEEMS OF THIS EULa, YOU MAT HOT
UZE THE SOFTWARE. Flease immediately stop installing, copying, or otherwisze
using the Software, plus delete any parts of the Software that you hawve
inztalled or stored.

2. Definitions

Tnstald (L)

Step 4 Read the User License Agreement, select the | agree check box, and then click
Browse to select the save path.
Step 5 Click Install to install the Tool.
After the installation is completed, the Install interface is displayed. See Figure 2-3.
Figure 2-3 Install

Welcom Option Install

INSTALLATION IS COMPLETE!

Step 6 Click Close to complete the installation.

Installation and Uninstallation 3



2.2 Uninstallation

Step 1 On your computer (take Windows 7 as an example), click Start > All Programs >
ConfigTool > Uninstall ConfigTool.
The Uninstall interface is displayed. See Figure 2-4.
Figure 2-4 Uninstall

Qo
'ala

EC.ONEIG [ @@

Step 2 Click Uninstall to uninstall the Tool.
After the uninstallation is completed, the Prompt interface is displayed. See Figure 2-5.
Figure 2-5 Prompt

This pragram has been successfully uninstalled.

Step 3 Click OK to complete the uninstallation.

Installation and Uninstallation 4



3.1 Starting ConfigTool

On the desktop, double-click Exz

31,
L1

setting.

selected by default in the first start.

Basic Operations

the main interface is displayed. See Figure 3-1 and Table

After start, the Tool searches the devices according to the network segments set in Search

Both Current Segment Search check box and Other Segment Search check box are

Figure 3-1 Main interface

» . .
g Devices found e
m A = pc sD [® bpvr [Huninitialized
P
[ NVR Others 2 initialized v
[_ NO. Status Type Model P MAC Version Operate
M 1 Initialized DSS Windows DSS Windows Q06
/] 2 initialized PC-NVR PC-NVRV30 0006
[] 3 Inwalizeg PCNVR PC-NVR-V3.0 Q06
[] 4  Inialized PCNVR PC-NVRV3.0 Q06
‘ 5 Initialized PC-NVR PC-NVR-V3.0 0 O @
[] s Initialized PC-NVR PC-NVRV3.0 . (/Na)E
¥ Initialize 18> Modify IP #impot  @Export = Add Till Delete
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Table 3-1 Main interface description

No. | Function Description
Includes six tabs: Modify IP, Device Config, System Settings, Password
Reset, Upgrade, and Template Setup.
e Modify IP (): Modify IP of one device or multiple devices.
e Device Config (): Modify device default password, and configure
encoding, image, and profile management.
e  System Settings (): Set device system time, reboot device, restore
device, modify password and reset password.
1 Menu
e Password Reset (R=2): Reset the password the QR coed and XML file.
e Upgrade (): Upgrade one device or multiple devices.
e Template Setup (E): Manage and apply the template.
The template includes encoding and video configuration information. The
Template Management provides access to maintain the template
configuration information, and the Template Application can modify the
device data by importing the template.
You can search the devices within the current network segment or other
2 Search network segments.
setting
Click to refresh the device list that is displayed in the main interface.
Provides access to check the Help file, QA file and software version, set
network parameters and upgrade parameters, minimize or exit the software.
e Click E to check the Help file, QA file and software version.
3 Hel Select Setting to set network parameters and upgrade parameters.
elp
e Click = to minimize the software.
e Click to exit the software.
Filter by selecting device type and IP version (IPV4 or IPV6) to find the devices
uickly.
4 Filtering 8 y

You can also manually enter the conditions such as type, IP address, model,
MAC address and version number to search the devices.

Basic Operations 6



No. | Function Description

Shows the searched devices and their information such as type, mode, IP,
MAC and version.

The Operate column provides the following functions:

e Click to modify device IP.

5 Device list
e Click to view device details.
e Click to open device WEB configuration interface.
Under IPV6, modifying IP or viewing device details is not supported.
Includes the following buttons:
e Select one or multiple devices and click § ool to start initializing.

. . . 1E> Modify IP .
e Select one or multiple devices and click & todiy to modify the IP
) addresses.
5 Function
buttons e Click Himport ¢ import one or multiple devices through template.

e Select one or multiple devices and click & Export to export the device

details.

e Select one or multiple devices and click i Detete to remove from the list.

3.2 Adding Devices

You can add one or multiple devices according to your actual needs.

A\

Make sure the network is interworking between the device and the PC installed with the Tool;
otherwise the Tool cannot find the device.

3.2.1 Adding One Device
(AR

You can set the filtering conditions to search the wanted device quickly.

Step1 Click .
The Modify IP interface is displayed. See Figure 3-2.

Basic Operations 7



Figure 3-2 Modify IP

Devices found

= Al = rpc L]
= nvR

|:| NO. Status Type

1 Initialized DSS Windows
2 Initialized PC-NVR

1 s Initialized PC-MVR

] 4 Initialized PC-NVR

] s Initialized PC-NVR
[ Initialized PC-NVR

@ Initialize 1B> Modify IP

Step2 Click + Add

=] Others

= Dvr

Model

DSS Windows

PC-NVR-V3.0

PC-NVR-V3.0

PC-NVR-V3.0

PC-NVR-V3.0

PC-NVR-V3.0

[F|uninitialized
[ Initialized

IPv4

MAC

% import

Version

® Export

o
-]
©
2
®

QOO000O®
o Jofolokoln

== Add Tl Delete

The Manual Add interface is displayed. Select IP Address or Device SN from Add

Type list. See Figure 3-3 and Figure 3-4.

Figure 3-3 Manual add (IP address)

Manual Add

Add Type

|IP Address

Username

Passwaord

Port

IP Address

OK
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Figure 3-4 Manual add (Device SN)

Manual Add x

Add Type

SN

sername

Passwaord

Device SN(Device support P2P only)

OK

Step 3 Set the device parameters. See Table 3-2.

Table 3-2 Manual add parameters

Add Method Parameter Description
IP Address The IP address of the device.
Username

IP Address The user name and password for device login.
Password
Port The device port number.

) SN The serial number of the device.

Device SN

(Device support Username

P2P only) The user name and password for device login.
Password

Step 4 Click OK.

The newly added device appears in the device list.

3.2.2 Adding Multiple Devices

You can add multiple devices through searching devices or importing the template.

e If you know the network segment where the device is located, add the devices through
searching. For details, see "3.2.2.1 Adding by Searching.”

e If you have the template data of the device, add the devices through importing the template.
For details, see "3.2.2.2 Adding by Template."

3.2.2.1 Adding by Searching

You can add multiple devices through searching the current segment or other segment.

I—v-l

You can set the filtering conditions to search the wanted device quickly.

Basic Operations 9




Step1 Click

The Setting interface is displayed. See Figure 3-5.
Figure 3-5 Setting

Current Segment Search Other Segment Search
Start IP o . 0o . 0 . O EndIP o .. 0o . 0 . O
Username admin Password LYy

OK

Step 2 Select the searching way. Both the following two ways are selected by default.

e Current Segment Search
Select the Current Segment Search check box. Enter the user name in the
Username box and the password in the Password box. The system will search
the devices accordingly.

e Other Segment Search
Select the Other Segment Search check box. Enter the IP address in the Start IP
box and End IP box respectively. Enter the user name in the Username box and
the password in the Password box. The system will search the devices
accordingly.

e If you select both the Current Segment Search check box and the Other
Segment Search check box, the system searches devices under the both
conditions.

e The user name and the password are the ones used to login when you want to
modify IP, configure the system and update the device.

Step 3 Click OK to start searching devices.
The searched devices will appear in the device list on the main user interface.

I—v-l

e Click to refresh the device list.

e The system saves the searching conditions when exiting the software and reuses
the same conditions when the software is launched next time.

3.2.2.2 Adding by Template

You can quickly add devices by using the template.

I—v-l

Make sure your PC is installed with Microsoft Excel.

Basic Operations 10



3.2.2.2.1 Accessing to the Template

You can either manually fill in the template or export the device details file from the system.

I—v-l

e The template (DeviceTemplate.xls) must be opened and edited by Excel.
e To delete the record in the template, right-click the line with the record, and then select

Delete.

Filling in the Template

Step 1 Find the device template in the Tool save path and open it. See Figure 3-6.

Figure 3-6 Device template

Zd9- - DeviceTemplate.xls - Microsoft Excel - 3 =
peacd Fra& E- 7N nE#sE pae = 5i5 p=) a@ o @ =
= N ) S Tem Tk EEh T SEmREc
4w - === = ¥ i B = & o - T &

[T = BB s 3 78 . B SRR
Ty BIU-E-[&-A === e, s DR STEST A B R g, RS S
=R Fin fx = BT S
El5 - b ~
A B D I, F G H I I =
1 Type NModel IP Port HAC Serial No. Version Subnet Nask Gateway Initial Status
2 IPC IP Camera 37777 2.420.0.0 Initialized 3
3 NVR  NVR4816-16P—4K 37777 3.210.5.0 Uninitialized
4
]
6
7 -

W+ 4| Sheetl /Sheet3  Shestd - fd 4 v

g | E | |[EDTMm 110% =) 0 {+)

Step 2 Enter the device parameters. See Table 3-3.

Table 3-3 Device parameters

Parameter Description

Type Optional. Device type, such as IPC and NVR.

Model Optional. Device model.

IP Required. IP address of device.

Port Required. Port number of device.

MAC Required. Device MAC address that can be obtained from the device
label.

Serial No. Optional. Device serial number.

Version Optional. Device version humber.

Subnet Mask Required. Device subnet mask.

Gateway Required. Device gateway.

Initial Status Required. Device initialization status: Initialized or uninitialized.

Step 3 Save and close the template.

Exporting the Device Details File

You can export the device details file and use it as a template to add or back up the device

details.

Step 1 Click .
The Modify IP interface is displayed.

Step 2 Select the devices to be exported, and then clic

K 8 Export

The Save As interface is displayed.

Basic Operations
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Step 3 Select the save path, enter the file name in the File name box, and then click Save.
The system starts exporting the device details. After the exporting is completed, a
success notice is displayed.

Step 4 Click OK to complete exporting.

You can check the exported device details in the save path. See Table 3-4.

Table 3-4 Exported device details

9 = Export deviceals - Microsoft Excel - B o=
e | BA  mEeR A% %E =AW c@o@x

ey 1 =0 = e FEH OE -

e nas w - BEE FOIF &

SRS = FHEL BR  SaEER 3 e TER HEAlER SHAEE
L s G-A-(% B oy B SR TR R ER TR RERESE

iR =i pred H o RE

20 - ke ~
A B C D B F G H I J ;

1 Type Hodel IP Port NAC Serial Mo. Version Subnet Mask Gateway Initial Status

2 PC-NVR PC-HVRE-V3.0 37777 2 N/A 3.0.0.0 Initialized A

3 PC-NVRE PC-HVE 3TTTT Initialized T

4 IPC IP Camera 3TTTT [} PIC4EW339W00112 2.400.0.1 Initialized

5

6

T

8

9 -
M 4 ¥ M| Sheetl “Sheet2 “Sheetd ¥0 [T ] i
EC=] |Eom 110% =) N *)

3.2.2.2.2 Importing Devices

After getting the template, you can add the devices details into the template, and then import
the template to the Tool. The devices in the template will display on the device list.

A\

Close the template file before importing the devices; otherwise the import will fail.

step1 click K2
The Modify IP interface is displayed.

Step 2 Click & import

The Open interface is displayed.
Step 3 Select the template and click Open.
The system starts importing the devices details. After the importing is completed, a
success notice is displayed.
Step 4 Click OK.
The newly imported devices appear in the device list. See Figure 3-7.

Basic Operations 12



Figure 3-7 Imported device list

All = o [

3.3 Initializing Devices

Devices found

=] Others

B mvR

NO.  Status Type

1 Initialized P

2 Initialized | I
k] Initialized e

4 Initialized | e

5 Initialized | Irc

& Initialized lIrc

T Initialized DESWindows
8 Initialized | IPc

9 Initialized P
10 Initialized | I
1 Initialized e
12 Initialized |
13 Initialized | I
14 Initialized lirc
15 Initialized P
Initialize 1E> Madify IP

= ovR

Model

IPC-HFYY1230M-11-%2
IPC-HFYY1 230M-11-W2
IPC-HFYY1 230M-11-%2
IPC-HFY1 330M
IPC-B1AZ0
IPC-HFYY1 230M-11-%2
DES Windows
IPC-HFYY1 230M-11-%2
IPC-HDW1 230C-A-V2
IPC-HFYY1 230M-11-W2
IPC-HFYY1 230M-11-%2
IPC-HFYY1 230M-11-%2
IPC-HFYY1 330M
IPC-HDW1 230C-A-V2

IPC-HDW1230C-A-V2

[Eluninitialized
[ Initizlized

P

|Pg

MAC

& import

Version

Q
3
)
)
8
o

%2.680.0000000.3.R

%1.001.002a001.0 R

%1.001.0000001.0.R

W3.680.0000000.3.R

%1.001.0000001.0.R

%2.680.0000000.3.R

%2.680.0000000.2.R

%2.680.0000000.3.R

%1.001.0000001.0 R

%2.680.0000000.2.R

%2.680.0000000.3.R

%2 680.0000000.3 R

%2.680.0000000.2.R

%1.001.0000001.0.R

OOO0O0O0OO0OO00OOOO®
(ofo}ololnlolofo)ololololo)no)n]

Tl Delete

@ Eport = add

You can initialize one or multiple devices according to your actual needs.

L-._.l

e This function is available on select models.

e The initializing operation can only be performed to the devices within the local area

network.

e The operations cannot be performed to the uninitialized devices that are shown in gray
background. And the uninitialized devices do not appear on other interfaces of the Tool.

Step 1 Click .

The Modify IP interface is displayed. See Figure 3-8.

Basic Operations
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Figure 3-8 Modify IP

Devices found L% search sating

= oAl = Pc = so E ovr [Eluninitialized
IPva 5

E nwvr [ oOthers [ Initialized >
[] wo. staus Tvpe Model [ MAC Version Operate
[] 152 Inalizes  DH-SPSO116 DH-8PS0116 o 006
[] 153 initialized  TCEOZ-RF1A ITCB02-RF1A AT 006
[] 15 iitalizsd | IPC IPC-HFWE431E-ZE - i vzaooonoooozor (2 G &
[ 185 iiialized | D¥R VR TR TR 006
[] 157 iitializsd | IPC IP Camera T TE= vzsooononoot k. @2 G &
D 148 Initialized I IPC IPC-HFW7 235804y L Pl | = W2 .622.0000000 o 9 @
[] 158 Initializeg 50 5D420204U-HN ] = vzsooonnnonn (@3 G (2
[] 10 itializsd | IPC IPC-HF W1 235011 i remmes vioooooooor @@ G G
[] 161 iitalizsd | IPC IPC-HFWE431E-ZE : vzaooonoooozor (2 G &
[] 162 initialiees | IPC IPC-HFW5431E-Z i e . vzes000000020r (2 G B
[] 163 initializsd | IPC IP Camera e vaemomonozor @ €) G |
[] 164 initalizsd | IPC IPC-HFWE1230E-2 TS BT vzeanonoooosor (2 G &
[] 165 initialiees | IPC IP Camera ' vze2000000020r (2 G (B
[] 186  Intalizeg me T 4-PHIC L vee2200001r D G B
O Initialize 12 Madiy IP Binpot @Eqpot o add T Delete

Step 2 Select one or several uninitialized devices.

Step 3 Click @ Initialize

The Device initialization interface is displayed. See Figure 3-9.
Figure 3-9 Device initialization (1)

initialization

1

NO. Model P

Type

IPC IPC-HFS421E

1 devicel(s) have not been initialized

192.168.1.108 | |

*The list only shows connected LAR devices, you cannot initialize crossing LAR.

MAC Version

2.620.0000001.0R

Initialize

Step 4 Select the devices to be initialized, and then click Initialize.
The Device initialization interface is displayed. See Figure 3-10.

L'_.l

e The interface might vary with different models, and the actual product shall

prevail.

e If you do not provide the reserve information for password reset, you can reset

the password only through XML file.

e When initializing multiple devices, the Tool initializes all devices based on the

password reset mode of the first selected device.

Basic Operations 14



e After setting the new password is completed, reset the password in Search
setting interface.
Figure 3-10 Device initialization (2)

Cevice initialization

1 device(s) have not been initialized

Username admin

Mew Pagsword

Weak  Medium  Strong

Confirm Password

Email Address

*Aftervou have set new password, please set password again in Search Setup.

Mext

Step 5 Set the initialization parameters for the device. See Table 3-5.

Table 3-5 Initialization parameters

Parameter Description

Username The user name is admin by default.

Enter the new password. There is an indication for the strength of the
new password.

New Password The password must consist of 8 to 32 non-blank characters and
contain at least two types of characters among upper case, lower
case, number, and special character (excluding ' " ; : &).

Confirm Password | Confirm the new password.

Selected by default.

Email Address
The email address will be used for password reset.

Step 6 Click Next.
The Device initialization interface is displayed. See Figure 3-11.

Basic Operations 15



Figure 3-11 Device initialization (3)

Device initialization

Easydip

Register device to EASYAIP and then suitable for user to apply for cloud account. It
can realize cloud service such as remote sureillance, device record, alarm, cloud
starage, using device to manage cloud.

Auto-check for updates

Motify automatically when updates available. The system checks for updates every day.

Online Upgrade is a service that provides you with firrmware updates by cloud. This
service will collect device information in order to inform you about available firmware
updates. Such information may include your device name, firmware version and device
identification numbers. Such information is processed for the sole purpose of informing
vou about firrmweare updates.

O

Step 7 Select Easy4ip or select Auto-check for updates according to the actual needs.
Step 8 Click OK to initialize the device.
The Initialization interface is displayed after initializing is completed. See Figure 3-12.
Click the success icon () or click the failure icon (“* ) for the details.
Figure 3-12 Initialization

Initialization

1 device(s) have been activated!

NO. Type Model P MAC Version

1 < OIRC IPC-HF8421E 192.168.1.108 [ 2.620.0000001.0R

Finish

Step 9 Click Finish to finish initialization.
After the initialization is completed, the status of the devices shows as Initialized on
the main interface of the Tool. Meanwhile, the devices appear on other interfaces of the
Tool.
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3.4 Modifying IP

You can modify IP for one or multiple devices in one time.

You can modify IP in batches only if the device login passwords are the same; otherwise you

can modify one IP at a time.

3.4.1 Modifying One IP

Step 1 Click .

The Modify IP interface is displayed. See Figure 3-13.
Figure 3-13 Modify IP address (1)

Devices found

All =T = sD = DR [Euninitizlized
= mnvR =] Others =] Initialized P4 =
NO. Status Tme Maodel [ MAC Version Operate
51 Initialized IPC IPC-HDW1 230C-A-42 = L} ¥2.680.0000000.3.R
52 Initialized IPC IPC-HFWW123aM-11 %1.001.0000000.0.R
53 Initialized IFC IPC-A22P-52 i W2 B80.0000000.1.R
54 Initialized V55 (=t ¥2.000.0000001.0.R
59 Initialized IFC IP Camera ¥2.620.0000002.0.R
56 Initialized DH-3D6CE2E-GN DH-SDECEZE-GMN
a7 Initialized VR DH-NYR4208-8P-H 1 W3.216.0000002.0
58 Initialized VR DH-NYR4216-HDS. . 1 3.215.0000000.0
549 Initialized IFC IFC-B2B20-L-Z5 %1.001.0000000.0.R
B0 Initialized DDN3000 Metwark recorder F ¥2.0.0
B1 Initialized 5D CA-HZ20451) W2.823.0000000
B2 Initialized IPC IP Camera 2 r ¥2.622.0000000.5.R
63 Initialized IFC IPC-HFWE231D-Z-A2 = . ¥2.622.0000000....
64 Initialized MNVR DHIMNYRS216-8P-4.. | | ¥3.216.0000000.0
B4 Initialized VR DHINYRE464-16P- of ! W3.216.0000006.0
Initialize IE> Madify IP i Import EExpnr‘t =‘i= Add Delete

Step 2 Select the device that you want to modify IP, and then click the

The Modify IP Address interface is displayed. See Figure 3-14.
L]

If the device is not in the device list, perform searching again. For details, see "3.2
Adding Devices."
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Figure 3-14 Modify IP address (2)

Modify IP Address

Mode (&)  Static () DHCP
Target IP
Subnet Mask

Gateway

Selected number of devices: 1 OK

Step 3 Select the mode for setting the IP address according to the actual needs.
e DHCP mode: If the DHCP server is available in the network, when you select
DHCP, the device will automatically obtain the IP address from the DHCP server.
e  Static mode: When you select Static, you need to enter Target IP, Subnet Mask,
and Gateway. The IP address of the device will be modified to be the one you set.
Step 4 Click OK to complete modification.

3.4.2 Modifying IP in Batches

Step 1 Click .

The Modify IP interface is displayed.
Step 2 Select the devices that you want to modify IP.
L]
If the device is not in the device list, perform searching again. For the details about how
to search devices, see "3.2 Adding Devices."

Step 3 Click 2 Modiv [P

The Modify IP Address interface is displayed. See Figure 3-15.
Figure 3-15 Modify IP address (3)

Modify IP Address

Mode (&)  Static ) DHCP
Start IP . . . [] sameir
Subnet Mask

Gateway

Selected number of devices: 1 1 OK

Step 4 Select the mode for setting the IP address according to the actual needs.
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e DHCP mode: If the DHCP server is available in the network, when you select
DHCP, the device will automatically obtain the IP address from the DHCP server.

e  Static mode: When you select Static, you need to enter Start IP, Subnet Mask,
and Gateway. The IP address of the devices will be modified successively starting
from the entered start IP.

1]

If you select the Same IP check box, the IP address of the devices will be set to be the

same one.

Step 5 Click OK to complete modification.

3.5 Configuring the Device Parameters

You can configure the encoding parameters, video parameters, and profile management.

3.5.1 Accessing the Configuration Interface

B
Step 1 Click s
The Device Config interface is displayed. See Figure 3-16.
Figure 3-16 Device Config

Devices found

» IPC

» SD

» DVR
b NYR
b Others

Get Device Info

*ordouble click device to get device infa

Step 2 Select the device in the device type list such as IPC, and then click Get Device Info or

double-click the device.

The Notice dialog box is displayed.

L]

If the device is not in the device list, perform searching again. For the details about how

to search devices, see "3.2 Adding Devices."

Step 3 Click OK or click Cancel.

e Click OK to enter the Login interface on which you can change the initial

password of the device. See Figure 3-17.
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Figure 3-17 Login

Lsername

Password

QK
Enter the username and password, and then Click OK.
The Encode interface is displayed. See Figure 3-18.
e Click Cancel.
The Encode interface is displayed. See Figure 3-18.
Figure 3-18 Encode
¥ - X
Devices found
Encode Image Profile Management
Channel 1
Main Stream
Code Stream Type Regular Cormpression H.264H
Bit Rate Type ® CBR O vBR e
Frame Rate — 30
Audio Encode
Resolution 1080F
Quality — Sampling Fregquency
Bit Rate(kKhis) 4096
Sub Strearmn
Code Stream Type Regular Cormpression H.264H
Bit Rate Type ® CBR O vBR - ]
Frame Rate — 30
Audio Encode
Resolution [n}]
Quality s 1| Sampling Frequency
o oK

3.5.2 Configuring the Parameters

After accessing the Device Config interface, you can configure the encoding parameters, video
parameters, and profile management.

3.5.2.1 Configuring Encoding Parameters

You can configure the parameters such as code stream type, compression and resolution for

the device.
Step 1 On the Encode interface, set the parameters for main stream and sub stream. See

Table 3-6.
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The encoding parameters might vary with different models, and the actual product shall

prevail.
Table 3-6 Encode parameters
Parameter Description
Channel Select the channel number.

Code Stream
type

Includes Regular, Motion, and Alarm. The sub stream only supports
Regular type.

Compression

Includes the following video encoding modes:

e H.264: Main profile encoding.

H.264B: Baseline profile encoding.

H.264H: High profile encoding.

H.265: Main profile encoding.

MJPG: Under this mode, the video image requires higher bit rate to
ensure video quality. It is recommended to use the maximum bit rate

value to get the best results.

Bit Rate Type

Includes the following two types of bit rate:

e Constant Bit Rate (CBR): The bit rate is fluctuating around the set
value without big changes.

e \Variable Bit Rate (VBR): The bit rate is changing along with the
monitoring environment.

[

When the compression is set as MJPG, the bit rate can only be CBR.

The total frames per second.

Frame Rate ) . i
The higher the frame rate, the more clear and smooth the image will become.
The video resolution.

Resolution The maximum video resolution might be different dependent on your
device model.

Quality The video image quality level. You can configure this parameter when the

bit rate type is set as VBR.

Bit Rate (Kb/S)

Select the suitable value according to the actual needs.
You can configure this parameter when the bit rate type is set as CBR.

Audio/Video

e To enable the audio function, select the Audio check box.

e To monitor with the sub stream, select the Video check box.

For the sub stream, you can enable the audio function only after the video
function is already enabled.

Audio Encode

Indicates audio encoding mode that includes G.711A, G.711Mu, G.726,
and AAC.

The setting of audio encoding mode will simultaneously apply to both
audio and voice intercom.

Sampling
Frequency

Indicates the sampling frequency of the audio.

Step 2 Click OK to complete settings.
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3.5.2.2 Configuring Video Parameters

You can check the live monitoring picture and set the video effects.

Step 1 Click the Image tab.

The Image interface is displayed. See Figure 3-19.

I—v-l

e Click Default to restore the default parameters settings.
e Rotate mouse wheel on the image to zoom in or zoom out. Right-click on the

image to return to the default size.

e On the image, click m to display in full screen, and click m on full screen to

restore the default.

Figure 3-19 Image

Devices found

g '

12.9 Encode Image Profile Management
v IPC :
v Profile Day
Channel 1
Color Mode
@ Standard Bright 0  Soft
Brightness 53
Contrast — 49
. 2 Gamma — 50
‘ ‘ 6».«« = Saturation  =— 53
]Q_V'"m BB Daymignt o
Default Easy Focus Color ®  Auto O BW
BLC Mode WDR

33

Channel Name IPC23

Step 2 Set the video parameters. See Table 3-7.

Table 3-7 Video parameters

Parameter Description
Profile Select the device profile from Day, Night, and Normal.
Channel Select the channel number.
Color Mode Select the image color mode from Standard, Bright, and Soft.
Brightness Adjust the image brightness. The bigger the value, the brighter the image.
Adjust the image contrast. The bigger the value, the more obvious the
Contrast .
contrast between the light area and dark area.
Gamma Adjust the image brightness in a non-linear way to improve the dynamic
display range. The bigger the value, the brighter the image.
) Adjust the color shades. The bigger the value, the lighter the color. This
Saturation _ _
value does not affect the general image lightness.
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Parameter Description

Includes the following three options:
e Color: Select this option to set the color image.

Day/Night e Auto: Select this option to automatically set the image to be one of the
Mode other two options according to the environment.
e BW: Black and white. Select this option to set image to be black and
white.

e OFF: Turn off the backlight compensation mode.

e BLC: Backlight compensation. In the backlighting environment, the
compensation function can avoid silhouette of the dark part when
taking a picture.

e WDR: Wide Dynamic Range. In the strong illumination contrast, this

BLC Mode . . . .
function can suppress the area with excessive brightness and
compensate the area with excessive darkness so as to make the
image clearer in general.

e HLC: Highlight Compensation. This function can weaken the strong

light to reach the brightness balance.

Channel

N Set the device channel name. The input cannot be null character.

ame
Step 3 (Optional) Set the Easy Focus function.
L]

Do this step when you need to do fine adjustment to the focal distance.
1) Click Easy Focus.
The Easy Focus interface is displayed. See Figure 3-20.
Figure 3-20 Easy focus

Easy Focus

1 Minimum focal length
Hetore adjustment,
manually camera focal
length to min. Make sure
there is no moving objectin
front of lens.

2 Max focal length

Click the Sample button,
and adjustfocus length to
the max manually.

3.Adjust focal length

Click the Adjust button, and
make the instruction line
into the best area by
adjusting camera focus

Sample Adjust Stop

2) Manually adjust the device focal length to the minimum value, and then click
Sampling. Meanwhile, manually adjust the device focal length to the maximum
value.

The sampling started. See Figure 3-21.
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Figure 3-21 Sampling

Easy Focus

1.Minimum focal length
Betore agjustment,
manually camera focal
length to min. Make sure
there is no moving objectin
front of lens.

2 Max focal length

Click the Sample button,
and adjust focus length to
the max manually.

3 Adjust focal length

Click the Adjust button, and
make the instruction line
into the best area by
adjusting camera focus

Sample Adjust Stop

3) Click Adjust.

The The Best Area interface is displayed. Manually adjust the focus till the focal

length indicating line has entered the best area. See Figure 3-22.

L]

e The red line indicates the image definition value, and the green line indicates
the definition value when the focal length changes from the minimum to the
maximum.

o Click Stop to stop the fine adjustment to the focal distance.

Figure 3-22 Final result

Easy Focus

1.Minimum focal length
DR Hetore adjustment,
manually camera focal
e | =0T (0 Min. ke sure
there is no moving objectin
front of lens

2 Max focal length

Click the Sample button,
and adjust focus length to
the max manually.

3.Adjust focal length
Click the Adjust button, and
make the instruction line
into the best area by
adjusting camera focus.

Sample Adjust Stop

3.5.2.3 Configuring the Profile Management

You can manage the profiles through Normal, Full Time, and Schedule.
Step 1 Click Profile Management tab.
The Profile Management interface is displayed.
Step 2 Set the management profile.
e Select Normal.
The system monitors according to the normal configuration. See Figure 3-23.
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Figure 3-23 Normal

Encode Image Profile Management

Profile Management @® Normal () Full Time (O Schedule Save

e Select Full Time, and then select Day or Night.
The system monitors according to the corresponding settings. See Figure 3-24.
Figure 3-24 Full time

Encode Image Profile Management
Profile Management () Normal (® Full Tme () Schedule Save
Always Enable Day

e Select Schedule, and then type Day Start Time and Day End time. The rest time
is night. For example, if you set 8:00-17:00 as day, so 0:00-8:00 and 18:00-24:00
are night.

The system monitors according to the corresponding settings. See Figure 3-25.
Figure 3-25 Schedule

Encode Image Profile Management
Profile Management () Normal () Full Time (& Schedule Save
Day Start Time 00:00:00 -
Day End Time 23:59:59 -

Step 3 Click Save to complete settings.

3.6 Configuring System Settings

You can configure the settings for system time, reboot, restore, device password and video
password.

3.6.1 Timing

You can calibrate the device time through configuration.

Step1 Click
The Timing interface is displayed. See Figure 3-26.
Figure 3-26 Timing
4
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Devices found

Timing Reboot Restore  Device Password  Video Set

» [ NVR
You have selected 2 device(s)

PC Time 2020-01-09 13:22:39 Sync PC
2020-01-08 % 23:59:59 s Manual Sync
NTRDST
] DST Enable
DST Type ® Date O Week
Start Time Jan 1 00:00
End Time Feb 1 00:00
Save
NTP GMT+08:00

[] Synchronize with NTP

NTP Server clock.isc.org
NTP Paort 123 (0~65535)
Update Period 10 Minutes(0~65535)

Save

Step 2 Click ¥ next to the device type.

The device list is displayed.

Step 3 Select one or multiple devices.
L]

If the device is not in the device list, perform searching again. For the details about how
to search devices, see "3.2 Adding Devices."
Step 4 Select the time sync way for the device.
e Manual sync: Type the time and select the time zone, and then click Manual Sync.
The device time will sync with the setting.
e PC sync: Click Sync PC. The device time will sync with the PC time.
e NTP sync: Select Synchronize with NTP check box and set the parameters. See

Table 3-8.
Table 3-8 NTP Parameters

Parameter Description

Enter the IP address or domain name of the corresponding NTP
NTP Sever

server.
NTP Port Enter the port number of corresponding NTP server.
Update Period Enter the time interval that device sync with the NTP.

Step5 (Optional) Select DST Enable (Daylight Saving Time) check box and set the
parameters. See Table 3-9.

I—v-l

Implement this step when you use the device in the countries or regions where the DST
is carried out.
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Table 3-9 DST Parameters

Parameter Description
DST Type Select Date or Week according to the actual needs.
Start Time

Set the DST start time and end time.
End Time

Step 6 Click Save to complete settings.

3.6.2 Rebooting

You can manually or automatically reboot the device.

A\

Reboot will interrupt operations, so reboot the device when the operation is not so frequent.

Step 1 Click
The Timing interface is displayed.
Step 2 Click the Reboot tab.
The Reboot interface is displayed. See Figure 3-27.
Figure 3-27 Reboot

Devices found

~,, Timing Reboot  Restore  Device Password  Video Set

b [ NVR
You have selected 2 device(s)

Auto Reboot

Auto Reboot Sunday 00:00 = oK

Manual Reboot

Step 3 Click ¥ next to the device type.

The device list is displayed.
Step 4 Select one or multiple devices.
L1]
If the device is not in the device list, perform searching again. For the details about how
to search devices, see "3.2 Adding Devices."
Step 5 Select the reboot type for the device according to your actual needs.
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e Auto reboot: Under Auto Reboot, select Auto Reboot check box and set a day of
a week and the specific time, and then click OK.
The device will reboot at the set time.

e Manual reboot: Under Manual Reboot, click Reboot.

The device reboots immediately.

3.6.3 Restoring

3.6.3.1 Restoring Default Configurations of Device

You can restore the default configurations. And then other configurations will be recovered to
default except network IP address, user management and so on.

Step 1

Step 2

Step 3

Step 4

Click

The Timing interface is displayed.

Click the Restore tab.

The Restore interface is displayed. See Figure 3-28.
Figure 3-28 Restore default configurations

¥ - X
Devices found o
—, Timing Feboot Restore  Device Password  video Set

r OIPC
v O SDD You have selected 1 device(s)

.

0 -~

O«

e -

O Factory Default
» O DOVR
r O NvR
b [ Others

Export PackConfig

Expart

Impaor PackConfig

Click * next to the device type.

The device list is displayed.

L'_.l

If the device is not in the device list, perform searching again. For the details about how
to search devices, see "3.2 Adding Devices."
Select one or multiple devices.
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Step 5 Click Default and click OK to restore default configurations.

The results are displayed next to the device after restoring is completed. Icon (*)
means success; icon (“* ) means failure and you can click icon to view the details.

3.6.3.2 Restoring Factory Configurations of Device

You can restore the factory default configurations. And then you can completely recover device
parameters to factory default

Step 1 Click .

The Timing interface is displayed.
Step 2 Click the Restore tab.
The Restore interface is displayed. See Figure 3-29.
Figure 3-29 Restore factory configurations

Devices found £} search satting
—, Timing Feboot Restore  Device Password  video Set

P OIPC
hgu| SI:ID You have selected 1 device(s)

PR

0 i

Do

o Factory Default
» O DVR
O NVR
» [ Others

Export PackConfig

Export

Impart PackCaonfig

Step 3 Click ¥ next to the device type.

The device list is displayed.
L]
If the device is not in the device list, perform searching again. For the details about how
to search devices, see "3.2 Adding Devices."

Step 4 Select one or multiple devices.

Step 5 Click Factory Default and click OK to restore factory configurations.
The results are displayed next to the device after restoring is completed. Icon (*)
means success; icon (“* ) means failure and you can click icon to view the details.
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3.6.3.3 Export Configurations

Step 1 Click .

The Timing interface is displayed.
Step 2 Click the Restore tab.
The Restore interface is displayed.

Step 3 Click ¥ next to the device type.

The device list is displayed.
(1]
If the device is not in the device list, perform searching again. For the details about how
to search devices, see "3.2 Adding Devices."
Step 4 Select one or multiple devices.
Step 5 Click Export, select saving path and enter the file name. Then click OK.

The results are displayed next to the device after restoring is completed. Icon (*')
means success; icon (“*) means failure and you can click icon to view the details.

3.6.3.4 Import Configurations

The first 4 steps are the same as Export.

Step 5 Click Import and then click OK to apply the imported configurations to all device s of
same type, same model and same version. Then select the saving path and the
imported file.

The results are displayed next to the device after restoring is completed. Icon (*')
means success; icon (“*) means failure and you can click icon to view the details.

3.6.4 Device Password

You can modify the device login password.

Step 1 Click .

The Timing interface is displayed.
Step 2 Click the Device Password tab.
The Device Password interface is displayed. See Figure 3-30.
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Figure 3-30 Device password

Devices found

Timing Reboot Restore  Device Password  Video Set

» I NVR
You have selected 2 device(s)

Modify Password

Old Password

Mew Password

Weak  Medium  Strong

Canfirm Password oK

*After you have set new password, please set
password again in Search Setup

Step 3 Click ¥ hext to the device type.

The device list is displayed.
Step 4 Select one or multiple devices.
L]
e If you select multiple devices, the login passwords must be the same.
e If the device is not in the device list, perform searching again. For the details
about how to search devices, see "3.2 Adding Devices."
Step 5 Set the password parameters. See Table 3-10.

Table 3-10 Password parameters

Parameter Description

Old Password Enter the device old password.

Enter the new password for the device. There is an indication for the
strength of the password.

New Password The password must consist of 8 to 32 non-blank characters and
contain at least two types of characters among upper case, lower
case, number, and special character (excluding ' " ; : &).

Confirm Password | Confirm the new password.

L]

e  After setting the new password is completed, reset the password in Search
setting interface.

e [fthe new password is the same with the old password, a Notice dialog box is
displayed after clicking OK. Then you need to click OK to go back and reset the
new password.

Step 6 Click OK to complete modification.
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3.6.5 Video Settings

3.6.5.1 Getting Video Password

You can get back password for video files.

Step 1 Click .

The Timing interface is displayed.
Step 2 Click the Video Set tab.
The Video Set interface is displayed. See Figure 3-31.
Figure 3-31 Get video password (1)

¥ = X
Devices found
~,  Timing Reboot  Restore  Device Password  Video Set
You have selected 2 device(s)
Browse
Get Video Password
Mote: When multiple devices are selected, the tool will keep trying to get the password from these devices until succeed.

Video Standard

Video Standard PAL

Save

Step 3 Click ¥ next to the device type.

The device list is displayed.
L1

If the device is not in the device list, perform searching again. For the details about how
to search devices, see "3.2 Adding Devices."

Step 4 Select one or multiple devices.
1]
If you do not know which device the video file is exported from, you can select multiple
devices so that the system will try them one by one until succeeds.

Step 5 Click Browse to select a video file.

Step 6 Click Get Video Password.
The Video Password interface is displayed. See Figure 3-32.
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Figure 3-32 Get video password (2)

Step 7 Click OK.

¥ = X
Devices found 18
Timing Reboot Restore  Device Password Video Set
v O NVR
You have selected 3 device(s)
U h1_main_20180411165234_20180411165735_Q00177.dav  Browse
Get Video Password
Note: When multiple devices are selected, the tool will keep trying to get the password from these devices until succeed

Video Standard

Video Standard PAL

Save

Get Back Video Password

The video password is:admin1234567

OK

The results are displayed next to the device after restoring is completed. Icon (¥ )
means success; icon (“*) means failure and you can click icon to view the details.

There are two video standards, PAL and NTSC. Select the needed one according to needs.

3.6.5.2 Setting Video Standard

Step 1 Click .

The Timing interface is displayed.

Step 2 Click the Video Set tab.
The Video Set interface is displayed. See Figure 3-33
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Figure 3-33 Set video standard

Devices found

= | Timing Reboot Restore  Device Password  Video Set

]
O
ps|

OO0 2
<

You have selected 1 device(s)

Browse

Get Video Password

Mote: When multiple devices are selected, the tool will keep trying to get the passwaord from these devices until succeed

Video Standard
Video Standard PAL

Save

Step 3 Select the needed video standard according to situations. And then click Save.

The results are displayed next to the device after restoring is completed. Icon (¥ )
means success; icon (“*) means failure and you can click icon to view the details.

3.7 Resetting Device Password

You can reset the password through the quick response code (QR code) or XML file.

L]

e NVR and DVR devices do not support this function.

e The password resetting operation can only be performed to the devices within the local
area network.

e If you did not type the reserve information for password reset during device initializing, you
can reset the password only through XML file.

3.7.1 Using the QR Code

You can reset the password by scanning the QR code. This procedure is only applicable to a
single device situation.

O
Step1 Click I3
The Password Reset interface is displayed. See Figure 3-34.
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Figure 3-34 Password reset

Devices found

[ & cormode [E] XMLmode [E] Other
[ no.  model Type P MAC ersion Support Operate
[ 1 PG IPC-HFAA 2300142 2 BS0 00000 3 R |
[ 2 PG IPC-HOWH 2300442 1001 000001 0 R |
1 3 IPC IPC-HFWA 230M-42 . 1.001.0000001.0.R un T
[ IPC IFC-HFYAA 2300112 1.001.0000001.0.R B
[ s IPC IPC-HDWH 2300-A-43 2.630.0000000.3.R |
[ s PG IPC-HFAA 2300142 2 BS0 00000 3 R |
] = IPC IPC-D1B20 - - 262200000001 R 58
| s DSEWIN.. DES Windows Reset
[ IPC IFC-HFYAA 330M . 2.680.0000000.3.F |
1 10 IPC IPC-HFIA 230M-11-V2 1.001.0000001.0.R Ll
1 n PG IPC-HFAA 2300001 2402 1001 000001 0 R 5a
[ 1z PG IPC-HOWH 2300442 1001 000001 0 R |
[ 13 IPC IPC-HOWH 230042 . 2.680.0000000.1.RF un T
[ 14 IPC IPC-HFWA 2300112 [ 2.680.0000000.3.R un T
[ 18 IPC IPC-HFIA 230M-11-V2 i 2.630.0000000.3.R |
Batch Reset \mport Resultxml

Step 2 Select the device that needs to reset the password.
(L]

m_.
The supported formats are displayed in Support: Bt means QR code, and ' *°

means XML file.
Step 3 Click Reset.
A Notice box will be displayed. See Figure 3-35.
L1
e The interface might vary with different models, and the actual product shall
prevail.
e If the device does not support this function, the reset button displays gray

(=" ).alf the device supports this function, the reset button displays green

( ).
Figure 3-35 Notice

To analyze your device malfunction, we need to collect device info
such as 3K, manufacturer, device type, etc. All collected info is
used only for the purposes of analyzing device fault code. Do you
agree and want to continue the operation?

[ ] Mever notify

Agree Disagree

Step 4 Click Agree, the Reset Password interface is displayed. See Figure 3-36.
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Figure 3-36 Reset Password

Reset Password

Reset Mode QR Code

Please send QR scan results to
support_gpwd@htmicrochip.com. Security Code

MNew Password

Weak KMedium Strong

Confirm Password

*After you have set new password, please set passwaord again
in Search Setup.

OK

t Under Reset Mode, select QR code.
Step 6 Perform operations according to the instructions on the interface to obtain the security
code.
Enter old password, new password, and confirm password.
[
The password must consist of 8 to 32 non-blank characters and contain at least two
types of characters among upper case, lower case, number, and special character
(excluding ' " ; : &).
Step 8 Click OK to start resetting the password.
The result is displayed next to the device after restoring is completed. Click the success
icon (+) or click the failure icon (“*) for the details.

192]
D
o |01

t

192]
D
\l

3.7.2 Using the XML File

You can reset the password by XML file for one device or multiple devices.

)
Step 1 Click .

The Password Reset interface is displayed. See Figure 3-37.
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Figure 3-37 Device Password

¥ = X
Devices found
= Al ] QR mode [F] XML mode [ Other 2,
|:| NO. Model Type P MAC Version Support Operate
O s PC-NVR  PC-NVR-V3.0 Reset
O =2 PC-NVR  PC-NVR-V3.0 Reset
O PC-MVR  PC-NVR-V3.0 Reset
[l PC-NVR  PC-NVRV3.0 Reset
1 PC-NVR  PC-NVR-V3.0 Reset
Batch Reset Import Result.xml

Step 2 Select one device or multiple devices that need to reset the password.

Step 3 Click Reset or Batch Reset.
If the device does not support this function, a message is displayed to provide such
indication. If the device supports this function, a Notice dialog box will be displayed.
See Figure 3-38. Click Agree, the Reset Password interface is displayed. See Figure
3-39.
1]
The interface might vary with different models, and the actual product shall prevail.

Figure 3-38 Notice

To analyze your device malfunction, we need to collect device info
such as 3K, manufacturer, device type, etc. All collected info is
used only for the purposes of analyzing device fault code. Do you
agree and want to continue the operation?

[ ] Mever notify

Agree Disagree
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Figure 3-39 Reset password

Reset Password

Reset Mode QR Code

Please send QR scan results to
support_gpwd@htmicrochip.com. Security Code

MNew Password

Weak KMedium Strong

Confirm Password

*After you have set new password, please set passwaord again
in Search Setup.

OK

Step 4 Under Reset Mode, select XML File.

The Reset Password-Export XML interface is displayed. See Figure 3-40.
L]

e The interface might vary with different models, and the actual product shall
prevail.
e If you reset the passwords for multiple devices, the operation will be performed
through the XML file interface supported by the first device in the list.
Figure 3-40 Reset password-export XML

Reset Password

O seoma Import XML Modify Passwaord

FPlease exportthe password reset requestfile first and then send to your local agent, salesperson or technical support.

Export Path: C:/Program Files (x86)/Config Tool/ExportFile xml BrowsePath

Next

Step 5 Export XML.
1) Click Browse to select the save path for the exported XML file.
2) Click Next to start exporting.
After the exporting is completed, a Notice dialog box will be displayed.
3) Click OK to complete exporting.
After completing exporting the XML, the import XML interface is displayed.
Find the ExportFile.xml under the save path and send it as an attachment to the local
technical support team. Then you will receive a result.xml file from the team.
Step 6 Import XML.
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If the Reset Password-Import XML interface is closed, select System Settings >

Reset Password. On the Reset Password tab, click Note: To reset password,

please connect device to LAN of the host! to continue the operation.

1) Click Open to import the result.xml file from the save path. See Figure 3-41.
Figure 3-41 Reset password

Expart XL @ importmiL Modify Password
Flease importthe authorization file named 'result’
Import File: D:fresult xml Open
BackUp Mext

2) Click Next to start importing.
After completing exporting the XML, the Reset Password-Modify Password
interface is displayed. See Figure 3-42.
Figure 3-42 Reset password-modify password

Export XML Impart XML 9 Modify Passward
You have selected 1 device(s)

Mew Password
Wieak mMedium Strong

Confirm Password

Registered Phone D

BackUp *After you have set new password, please set password again in Search Setup. Finish

Step 7 Modify Password.
1) Enter the new password and confirm password.

L1
The password must consist of 8 to 32 non-blank characters and contain at least two types of
characters among upper case, lower case, number, and special character (excluding ' " ; : &).

2) Enter the registered phone number, and you can check the Set to reserved
phone check box to set it as the reserved phone number.

3) Click Finish to starting resetting the password.
The result is displayed next to the device after operation is completed. Click the
success icon (¥ ) or click the failure icon (“*) for the details.

3.8 Local Upgrade

You can upgrade one or multiple devices on the PC where the Tool is located.
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If the device is disconnected during upgrading, the Tool will prompt the disconnection and the

device might reboot.

e If the upgrade progress does not exceed 50%, the upgrade package is not completed.
Please search and upgrade again after reconnecting the device.

e If the upgrade progress exceeds 50%, the upgrade package is completed and the device
will be upgraded successfully. The upgraded device will display after searching once the
device is reconnected.

3.8.1 Upgrading One Device

You can choose this procedure for upgrading one device.

Step 1 Click .

The Upgrade interface is displayed. See Figure 3-43.
Figure 3-43 Upgrade

¥ = X
Devices found £} search seting
= oAl = Pc = sD E ovr [E nvr
[F] others >
|:| NO. Model P Version Upgrade File Path Browse Operate ‘
] 1 | IPC-HOMWiH 1.001. 0000001 0.R
O = | IPC-HDW1 . - 2.660.0000000.3.R
] = | IPC-HFWA.. ] 1.001.00aa001.0R
[] 4 | IPC-HFwWA 1.001. 0000001 0.R
O s | IPC-HRWA. . 2.660.0000000.3.R
[ s | IPC-HDW1 .. ] 1.001.0000001.0.R
1 = | IPC-HOWi = =y 2,680 00000001 R
] =@ | IPC-B1AZ0 ] 1.001.0000001 0.R
] a | IPC-HDW1 .. = 2.660.0000000.3.R
[ 1o | IPc-B1A20 = 1.001.0000001.0.R
] n | IPC-HFwA 1.001. 0000001 0.R
O a1z | IPC-HDW1 . - 2.660.0000000.3.R
1 13 | IPC-HFWA.. 2.680.0000000.3R
[ 14 | IPC-HFwWA 1.001. 0000001 0.R

Upgrade

43 Batch Upgrade

Step 2 Click Browse next to the device that you want to upgrade, and then select the specific
file that needs to be upgraded and click Open.
L]
If the device is not in the device list, perform searching again. For the details about how
to search devices, see "3.2 Adding Devices."

Step 3 Click Upgrade to start upgrading.
After upgrading is completed, a Notice dialog box will be displayed indicating the
device will be rebooted. Then the device reboots automatically.

3.8.2 Upgrading Devices in Batches

You can upgrade multiple devices to the same software version.
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Step 1 Click .

The Upgrade interface is displayed.
Step 2 Select the devices that need to be upgraded.
[
e If the device is not in the device list, perform searching again. For the details
about how to search devices, see "3.2 Adding Devices."
e Make sure the selected devices are subject to be upgraded to the same software
version.

Step 3 Click 4@ Batch Upgrade

The Batch Upgrade dialog box is displayed. See Figure 3-44.
Figure 3-44 Batch Upgrade

Batch Upgrade b4

Upgrade File Path: Browse

Selected number of devices: 11 oK

Step 4 Click Browse to select the files that need to be upgraded.
Step 5 Click OK to start upgrading.

3.9 Configuring the Template

You can create and apply the templates.

e Creating the template: Back up or save the video and encoding parameters for the device.

e Applying the template: Restore or batch configuring the video and encoding parameters for
the device.

3.9.1 Creating a Template

You can create a template through manual configuration or exporting a device template.

3.9.1.1 Manual Configuration

You can customize the template according to your actual needs.

Step 1 Click .

The Template Setup interface is displayed. See Figure 3-45.
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Figure 3-45 Template setup

Devices found

Step 2 Manually configure the template.

N,

1) Click

L} Search seting

The Load Temple dialog box is displayed. Click OK.

The Template Management interface is displayed. See Figure 3-46.

Figure 3-46 Template management

Template Tvpe

Devices found

L} Search ssting

( IPC Template

DWR Template H

YR Template

Ternplate Marme:

Encode Config

Main Stream
Encode Mode
Wedio Standard
Resolution
Frame Rate

Bit Stream Cantral
Irnage Guality

Bit Rate(khps)

Andin Fnenra

Return

Regular
H.264H
PAL
1080P
26
CEBR
4
4096

Audio Enable

TR

Wideo Enable

Sub Stream Regular
Encode Mode H.264H
Wadio Standard PAL
Resolution s}
Frame Rate
Bit Stream Control CER

Irmage Quality

Bit Ratetkbps) 512

Audio Enable [

Andin Facnde

A

25

Save as

Apply

2) Onthe Template Management interface, select the template type, enter the

template name, and then set the parameters accordingly. See Table 3-11.
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After the template configuration is completed, click Apply to apply the template to
the device. For the details about how to apply the template, see "3.9.2 Applying the
Template."

Table 3-11 Template management parameters

Parameter

Description

Select the Video Enable check box to enable sub stream. Then the

Video Enable device monitors under the sub stream.

This function is enabled by default.
Main Stream, . . .

Indicates the stream type that includes Regular, Motion, and Alarm.
Sub Stream

Encode Mode

Includes the following video encoding modes:

e H.263: Low profile encoding.

H.264: Main profile encoding

H.264B: Baseline profile encoding

H.264H: High profile encoding

H.265: Main Profile encoding

MJPG: Short for MJPG. Under this mode, the video image requires

higher bit rate to ensure video quality. It is recommended to use the

maximum bit rate value to get the best results.

e FCC_MPEG4: MPEG4 profile encoding certified by FCC.

e MS_MPEG4: MPEG4 profile encoding developed by MS.

e MPEG1, MPEG2, MPEG4: Profile encoding that complies with MPEG
standard.

Video Standard

Select the video standard for the device:
e PAL (Phase Alteration Line)
e NTST (National Television System Committee)

Indicates the video resolution.

Resolution The maximum video resolution might be different according to your device
model.
Indicates the total frames per second.
Frame Rate . : .
The higher the frame rate, the more clear and smooth the image will become.
Includes the following two types of bit rate:
e Constant Bit Rate (CBR): The bit rate is fluctuating around the set
] value without big changes.
Bit Stream . . . . . .
c I e \Variable Bit Rate (VBR): The bit rate is changing along with the
ontro

monitoring environment.

L1
When the compression is set as MJPEG, the bit rate can only be CBR.

Bit Rate (kbps)

Select the suitable value according to the actual needs.
You can configure this parameter when the bit rate type is set as CBR.

Audio Enable

The audio function can be enabled only when the video function has been
enabled.

Select the Audio Enable check box, the bit rate changes to the audio and
video combined bit rate; otherwise the bit rate only includes video image.
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Parameter

Description

Audio Encode

Indicates audio encoding mode such as G.711A, G.711Mu, G.726, and
AAC.

The setting of audio encoding mode will simultaneously apply to both
audio and voice call.

Select the image color mode from Standard, Bright, and Soft for the

Color Mode .
device.
) Adjust the image brightness. The bigger the value, the brighter the image
Brightness .
is.
Adjust the image contrast. The bigger the value is, the contrast between
Contrast . . .

the light area and dark area is more obvious.

Gamma Adjust the image brightness in a non-linear way to improve the dynamic
display range. The bigger the value, the brighter the image will become.

Saturation Adjust the color shades. The bigger the value, the lighter the color is. This
value does not influence the general image lightness.

e  OFF: Turn off the backlight compensation mode.

e BLC: Backlight compensation. In the backlighting environment, the
compensation function can avoid silhouette of the dark part when
taking a picture.

e WDR: Wide Dynamic Range. In the strong illumination contrast, this

BLC Mode

function can suppress the area with excessive brightness and
compensate the area with excessive darkness so as to make the
image clearer in general.

e HLC: Highlight Compensation. This function can weaken the strong
light to reach the brightness balance.

Day/Night Mode

Includes the following three options:

e Color: Select this option to set the color image.

e Auto: Select this option to automatically set the image to be one of
the other two options according to the environment.

e BW: Black and white. Select this option to set image to be black and
white.

Profile
Management

Includes the following three options:

e Normal: the system monitors according to the normal configuration.

e Full Time: Select Day or Night from Always Enable list, the system
monitors according to the configuration of Always Enable.

e Schedule: Set Day Start Time and Day End Time, and the rest time
is night. The system will monitor by the corresponding configuration
in different periods.

Step 3 Save the template.
1) Click Save as.
The Save as dialog box is displayed. See Figure 3-47.
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3)

Figure 3-47 Save as

Save as

Path:  C:/Program Files (x86)/ConfigTool/IPC xml Browse

OK Cancel

Click Browse to select the save path for the template.
Click OK to save the template.

3.9.1.2 Exporting the Device Template

You can export the template of the existing device and save it for further use.

Step 1 Click .

The Template Setup interface is displayed.
Step 2 Export the template.

1)

2)

e
Click
The Notice dialog box is displayed. Click OK.
The Export interface is displayed. See Figure 3-48.
Figure 3-48 Export

Devices found e
| Template Management
=+

- IPC

Return Export

Select the device and click Export.

The Export dialog box is displayed. Click OK to start exporting.

After exporting is completed, the Template Management interface is displayed.
See Figure 3-49.
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|
If the device is not in the device list, perform searching again. For the details about
how to search devices, see "3.2 Adding Devices."

Figure 3-49 Template management

Devices found L search sating
j+ Template Management
Termplate Type
( IPC Template H PTZ Template ‘ ‘ DR Template H MvR Template
Template Mame
Encode Confiy
video Enable
Main Stream Regular Sub Stream Regular
Encode Mode H.264H Encode Mode H.264H
Wedio Standard =" Wedio Standard PAL
Resolution 1080P Resolution o1
Frame Rate 25 Frame Rate —_— 05
Bit Stream Caontral CBR Bit Strearn Cantral CEBR
Image GQuality 4 Image Quality 4
Bit Ratetkbns) 4096 Bit Ratetkbns) 512
Audio Enahle Audio Enahle D
Aunrdin Farnia T Andin Frcnis ~Faan
Return Save a3 Apply

3) Select the template type, type the template name, and then set the parameters
accordingly.
L]
After the template configuration is completed, click Apply to apply the template to
the device. For the details about applying the template, see "3.9.2 Applying the
Template."

Step 3 Save the template.

1) Click Save as.

The Save as dialog box is displayed. See Figure 3-50.
Figure 3-50 Save as

Save as

Path:  C:/Program Files (x86)/ConfigTool/IPC xml Browse

OK Cancel

2) Click Browse to select the save path for the template.
3) Click OK to save the template.
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3.9.2 Applying the Template

3.9.2.1 Applying the Template

You can load the template to restore or batch configuring the video parameters and encoding

parameters for the device.

Step 1 Click .

The Template Setup interface is displayed. See Figure 3-51.
Figure 3-51 Template Setup

Devices found e

— | Template Management
=+

DN,
Step 2 Load the template.
1) Click
The Load Template dialog box is displayed. See Figure 3-52.
L1

Make sure the template is already existing, if not, for the details about how to

create a template, see "3.9.1 Creating a Template."
Figure 3-52 Load template

Load Template

Path:  C:/Program Files (x86)/ConfigTool/Templet xml Browse

OK Cancel

2) Click Browse to select the template.
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3) Click OK.

The Template Management interface is displayed. See Figure 3-53.
Figure 3-53 Template management

Ternplate Type

Devices found

— | Template Management
—+

( |PC Template

H PTZ Template

H DR Template ‘ ‘ MR

Template

Template Mame, Templet
Encode Canfig
Main Strearn Reqular
Encode Mode FCC_MPEG4
Wedio Standard PAL
Resolution QONHD
FrameRate
Bit Stream Contral CER
Irane Guality
Bit Ratetkhps)
Audio Enable
Andin Fnenra e
Return

Video Enable

Sub Stream
Encode Made
Yedio Standard

Resalution

1 Frame Rate -

Bit Stream Contral

1 Image Quality

Bit Rateikbps)

Audio Enable

Aundin Fnende

Regular
FCC_MPEG4
PAL

QOMHD

CEBR

Save as

Apply

Step 3 Apply the template.
1) Click the Template Application tab.
The Template Application interface is displayed. See Figure 3-54.

I._'_.l

e Click Other Template to switch template.

e [fthe device is not in the device list, perform searching again. For the details
about how to search devices, see "3.2 Adding Devices."

Figure 3-54 Template Application

IPC Template

Template Mame

Main Strearm Canfiy
Stream Type
Encode Mode
Resolutian
Frame Rate
Bit Stream Control
Image Quality
Bit Rate(kbps)
Audio Enable
Auodio Encode

Sub Stream Config:
Yideo Enable
Strearn Type
Encode Mode
Resolution
Frame Rate
Bit Stream Cantral

Irnage Quality

Devices found

Ternplet

Regular
FCC_MPEG4
QEAMHD

o -

true
AAC

true

Regular
FCC_MPEGH
QENHD

‘ou have selected 0 deviceis)

— Template Apy.
El

Other Template== Apply to devices

» OIPC

I B
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2) Select the one or multiple devices and click OK.
The Application Template dialog box is displayed. Click OK to start applying the
template.
The result is displayed next to the device after applying is completed. See Figure
3-55.
Click the success icon (*) or click the failure icon (“* ) for the details.
Figure 3-55 Application Template completed

Devices found

IFC Template Other Template>:> Apply to devices

Termplate MName: Templet
Main Stream Config:
Strear Type: Regular
Encode Mode: H.264H
Resolution: 1080F
Frame Rate: 25
Bit Stream Caontrol: CBR
Image Quality: 4
Bit Rateikbps): 4096
Audio Enable: true
Audio Encode: G.T114

Sub Stream Canfig
Video Enable: true
Strearn Type: Regular
Encode Mode: H.264H
Resolution: D1
Frame Rate: 25
Bit Stream Control: CBR

o o o o o o 4

Image Quality: 4

frunesserRe e - -

3.9.2.2 Sorting and filtering the device list

Figure 3-56 Sort and filter the device list

Devices found £+ sear

emplate Application

IPC Template Other Template>> Apply to devicas ' | B
Template Name: Templet 121 3 =N |\
Main Stream Config: v O IPC

Stream Type: Regular
Encode Mode: FCC_MPEG4
Resolution : QQNHD
Frame Rate: 1

Bit Stream Control: CBR

Image Quality: 1

Bit Rate(kbps): 0

Audio Enable: true

Audio Encode: AAC

0000000o00o0o

Sub Stream Config:
Video Enable: true
Stream Type: Regular
Encode Mode: FCC_MPEG4
Resolution : QQNHD
Frame Rate: 1
Bit Stream Control: CBR

Image Quality: 1

You have selected 0 device(s) - !
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Sorting the device list
Click ¥ in box 1 of Figure 3-56. And the device list is displayed. See box 2 of Figure 3-56.

I._'_.l

If you have selected devices before sorting, the devices will be deselected when you click
e

If you click ™ during device searching, only the devices you have searched will be sorted,
and the ones that are searched later will be added after the sorted order. This is not an
error but you are not recommended to sort during searching.

Filtering the device list
Step 1 Enter the filter condition in box 3 of Figure 3-56.

Step 2 Click — which is in box 4 of Figure 3-56 or press Enter key to start filtering. And the

I._'_.l

device list is displayed. See box 2 of Figure 3-56.

Enter the full name of the device type if you want filter devices by type, such as IPC.

Delete the filter condition and then click == or press Enter, if you want to cancel the filtering

and redisplay the original device list.

You are not recommended to sort during searching; because you may unable to find the
devices you want when the devices have not been searched
The filtered devices can also be sorted. Click ¥ to sort.
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4 Help

This chapter introduces how to view Help file, QA file and software version, how to set network
parameters and upgrade parameters, and minimize or exit the software.

4.1 Help File

e Click E at the upper-right corner, and then select Help to view the User's Manual.

e Click E and then select QA to view the file about frequently asked questions and the

answers.

4.2 Software Version

e Click E and then select About to view software version. See Figure 4-1.

Figure 4-1 About

ConfigTool

Copyright(C) 2 All Rights Reserved.
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4.3 Setting

4.3.1 Setting Parameters

Click E and then select Setting.

The Setting interface is displayed. See Figure 4-2 and Table 4-1.

Figure 4-2 Setting

Login Mode (*)Security Mode () Compatibility Mode
pdate Timeouwt{/Min) 20 (5~30)
Metwork Timeout(fSec) a0 (5~30)
OK
Table 4-1 Setting Parameters
Parameter Description
e Security Mode (default): Log in only with secure authentication
method.
e Compatibility Mode: Try to log in with secure or insecure
authentication method in turn. It has potential risks and is not
Login Mode recommended to use.

A\

Compatibility mode has potential security risks. It is recommended
to log in with security mode.

Update Timeout (/Min)

The maximum upgrade time for a single device when the device is
upgraded.

When the device upgrade time is longer than the set value, the
system prompts that the upgrade fails.

(/Sec)

Network Timeout

The maximum timeout for network connection when the device is
upgraded.

When the network timeout is longer than the set value, the system
stops upgrading.
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4.3.2 Hits of Login Authentication

Device program version is low. Please upgrade the device or enable [ConfigTool] Compatibility

Mode.

In security mode, there is a Login Failed dialog box displayed, if the added device does not

support to log in with security mode. See Figure 4-3.

o=

Operate according to the instructions and add the device again, when this hint appears. There

are two methods and you can select one of them.

® |tis recommended to upgrade the device bin which is available to log in by Security Mode.
It can ensure the security of system.

® Click E and select Setting, and then switch login mode to Compatibility Mode.

Devices searched by network segment can all be successfully searched, regardless of whether
the devices support to log in with security mode.

A

Device searching does not trigger device login, and the login authentication is not performed.

The device list is displayed normally.
Figure 4-3 Login failed (1)

Devices found

= A m IPc B sD [E bDwvrR [Euninitialized

IPV4 =
E nvR [E others [ initialized >
NO. Status Type Model P MAC Version Operate
1 Initialized PC-NVR

@l Login Failed

2 Initialized PC-NVR
» Device program version is low. Please upgrade the
3 Initialized PC-NVR - device or enable [ConfigTool] Compatibility Mode

OK

¥ Initialize 1> Modify IP #import  @Export |9 Add | Tl Delete

Login failed. Device program version is low. Please upgrade the device or enable [ConfigTool]
Compatibility Mode.

In security mode, if the operated device does not support to log in to with security mode but
have to be upgraded, rebooted and so on, and then the Login Failed dialog box is displayed.
See Figure 4-4.
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Operate according to the instructions and then repeat the failed operations when this hint
appears. There are two methods and you can select one of them.

® |tis recommended to upgrade the device bin which is available to log in by Security Mode.
It can ensure the security of system.

® Click E and select Setting, and then switch login mode to Compatibility Mode.

Figure 4-4 Login failed (2)

Devices found

v IPC

P NVR
b Others

| Refresh ‘

Login failed. Device program version is low. Please upgrade the
device or enable [ConfigTool] Compatibility Mode.

Compatibility Mode has potential security risks. Continue?

Click E then select Setting, and switch login mode to Compatibility Mode.

The Notice dialog box is displayed. See Figure 4-5.
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Figure 4-5 Switch to compatibility mode (1)

7 I

Update T| . i _—
Compatibility Mode has potential security risks.
Continue?
Metwark
QK Cancel

OK

Compatibility Mode has potential security risks. Security Mode is recommended.
Switch login mode to Compatibility Mode, and click OK to confirm.

The hint is displayed. See Figure 4-6.

(1]

Compatibility mode has potential security risks. Think twice before operating.
Figure 4-6 Switch to compatibility mode (2)

Login Mode () Security Mode () Compatibility Mode
Update Timeout(/Min) 20 (5~30)
Metwork Timeout(/iSec) 30 (5-~30)

Compatibility Mode has potential security
risks. Security Mode is recommended.

OK
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Appendix 1 Cybersecurity Recommendations

Cybersecurity is more than just a buzzword: it's something that pertains to every device that is
connected to the internet. IP video surveillance is not immune to cyber risks, but taking basic
steps toward protecting and strengthening networks and networked appliances will make them
less susceptible to attacks. Below are some tips and recommendations on how to create a
more secured security system.

Mandatory actions to be taken for basic equipment network security:

1.

Use Strong Passwords

Please refer to the following suggestions to set passwords:

e The length should not be less than 8 characters;

e Include at least two types of characters; character types include upper and lower case
letters, numbers and symbols;

e Do not contain the account name or the account name in reverse order;

e Do not use continuous characters, such as 123, abc, etc.;

e Do not use overlapped characters, such as 111, aaa, etc.;

Update Firmware and Client Software in Time

e According to the standard procedure in Tech-industry, we recommend to keep your
equipment (such as NVR, DVR, IP camera, etc.) firmware up-to-date to ensure the
system is equipped with the latest security patches and fixes. When the equipment is
connected to the public network, it is recommended to enable the “auto-check for
updates” function to obtain timely information of firmware updates released by the
manufacturer.

e We suggest that you download and use the latest version of client software.

"Nice to have" recommendations to improve your equipment network security:

3.

Physical Protection

We suggest that you perform physical protection to equipment, especially storage devices.
For example, place the equipment in a special computer room and cabinet, and implement
well-done access control permission and key management to prevent unauthorized
personnel from carrying out physical contacts such as damaging hardware, unauthorized
connection of removable equipment (such as USB flash disk, serial port), etc.

Change Passwords Regularly

We suggest that you change passwords regularly to reduce the risk of being guessed or
cracked.

Set and Update Passwords Reset Information Timely

The equipment supports password reset function. Please set up related information for
password reset in time, including the end user’s mailbox and password protection
questions. If the information changes, please modify it in time. When setting password
protection questions, it is suggested not to use those that can be easily guessed.

Enable Account Lock

The account lock feature is enabled by default, and we recommend you to keep it on to
guarantee the account security. If an attacker attempts to log in with the wrong password
several times, the corresponding account and the source IP address will be locked.
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10.

11.

12.

13.

14.

15.

16.

Change Default HTTP and Other Service Ports

We suggest you to change default HTTP and other service ports into any set of numbers

between 1024~65535, reducing the risk of outsiders being able to guess which ports you

are using.

Enable HTTPS

We suggest you to enable HTTPS, so that you visit Web service through a secure

communication channel.

Enable Whitelist

We suggest you to enable whitelist function to prevent everyone, except those with

specified IP addresses, from accessing the system. Therefore, please be sure to add your

computer’s IP address and the accompanying equipment’s IP address to the whitelist.

MAC Address Binding

We recommend you to bind the IP and MAC address of the gateway to the equipment,

thus reducing the risk of ARP spoofing.

Assign Accounts and Privileges Reasonably

According to business and management requirements, reasonably add users and assign a

minimum set of permissions to them.

Disable Unnecessary Services and Choose Secure Modes

If not needed, it is recommended to turn off some services such as SNMP, SMTP, UPnP,

etc., to reduce risks.

If necessary, itis highly recommended that you use safe modes, including but not limited to

the following services:

e SNMP: Choose SNMP v3, and set up strong encryption passwords and authentication
passwords.

e SMTP: Choose TLS to access mailbox server.

e FTP: Choose SFTP, and set up strong passwords.

e AP hotspot: Choose WPA2-PSK encryption mode, and set up strong passwords.

Audio and Video Encrypted Transmission

If your audio and video data contents are very important or sensitive, we recommend that

you use encrypted transmission function, to reduce the risk of audio and video data being

stolen during transmission.

Reminder: encrypted transmission will cause some loss in transmission efficiency.

Secure Auditing

e Check online users: we suggest that you check online users regularly to see if the
device is logged in without authorization.

e Check equipment log: By viewing the logs, you can know the IP addresses that were
used to log in to your devices and their key operations.

Network Log

Due to the limited storage capacity of the equipment, the stored log is limited. If you need

to save the log for a long time, it is recommended that you enable the network log function

to ensure that the critical logs are synchronized to the network log server for tracing.

Construct a Safe Network Environment

In order to better ensure the safety of equipment and reduce potential cyber risks, we

recommend:

e Disable the port mapping function of the router to avoid direct access to the intranet
devices from external network.
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The network should be partitioned and isolated according to the actual network needs.
If there are no communication requirements between two sub networks, it is
suggested to use VLAN, network GAP and other technologies to partition the network,
so as to achieve the network isolation effect.

Establish the 802.1x access authentication system to reduce the risk of unauthorized
access to private networks.
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